At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one issue of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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The settings on an Android device allow you to set certain rules to help safeguard your child’s privacy when they are using it.
For example, you can turn off location services to keep their whereabouts private; prevent third-party apps and sites from
viewing their information; and stop apps from accessing other functions of the phone (like the camera or microphone, for
example). We’ve produced step-by-step guides on how to tighten up an Android phone’s privacy settings.
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How to manage
location services
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Open the Google Family Link app
Select your child’s account

1

Sign in to your Google Families
account
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On the ‘Settings’ card, tap
‘Manage’
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Tap ‘Location’
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5 On the card with the correct

device’s name, tap ‘Settings’

6 Tap ‘Location Settings’
7

How to control access for
third-party apps and sites

Under ‘Members’, select your
child’s name
Select ‘Account info’ and then
‘More’
Select ‘Third-party apps with
account access’

5 Turn ‘Allow third-party apps to
access XX account’ to off by
toggling the switch

Turn ‘Device location’ to off

Open the Google Family Link app
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Select your child’s account
On the ‘Device’ card, tap ‘Settings’
Tap ‘App permissions’ then
choose a permission

5 Below your child's device,
switch the permission off

Alternatively, you can manage permissions for
individual apps. Repeat steps 1 and 2, then …
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On the ‘Apps installed’ card,
tap ‘More’
app you want to change the
permissions for
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Source: https://families.google.com/familylink/
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4 On the ‘Allowed’ list, tap the

8 To reactivate location services
in future, repeat these steps
and turn ‘Device location’
back on

How to manage
app permissions
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5 Tap ‘App permissions’
6 Switch the permission off

/NationalOnlineSafety

@nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 02.06.2021

